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Abstract

The OpenClaw agent framework, exposed through the Moltbook incident of January 2026, has been
widely discussed in terms of credential leaks, misconfigured databases, and malicious skill packages.
This paper argues that while these characterizations are technically accurate, they address symptoms
rather than structural causes. The deeper failure in OpenClaw was not primarily one of access control
but of runtime control coherence: the framework’s execution model permitted actions to be triggered,
skills to be installed, and recovery logic to be exercised under implicit authority assumptions that
were never validated globally. Between models, agents, and infrastructure sat an emergent control
layer—never designed as a unified system, but accumulated through organic growth of orchestrators,
tool interfaces, and convenience shortcuts—that determined what actually happened at runtime.
When this layer operated under incoherent assumptions, locally correct component behavior produced
globally unstable system dynamics. This paper provides a structural analysis of the OpenClaw collapse
through the lens of implicit execution authority, control fragmentation, recovery amplification, and
control surface expansion. Drawing on publicly documented security research and prior work in the
SORT-AI diagnostic framework [15-17], we characterize the incident as an archetype of a runtime
control failure class that will recur as agent frameworks scale. A dedicated section maps the observed
failure patterns to specific diagnostic applications within the SORT-AI framework. This analysis
complements a companion paper analyzing the Moltbook platform’s semantic-layer failures [20],
together providing diagnostic coverage across both the execution and meaning dimensions of the same
incident ecosystem. The analysis is conducted under a zero-access, zero-data methodology requiring
no incident logs, proprietary data, or internal cooperation.

Keywords: runtime control coherence; Al agent frameworks; execution authority; control surface
expansion; recovery amplification; fault-recovery collapse; inference pipeline control; structural
diagnostics; Al safety; SORT-AI

1. Introduction: When Green Dashboards Lie

The most consequential failures in modern Al systems no longer occur when something is visibly
broken. They emerge when individual components behave exactly as designed, operational metrics
remain within expected bounds, and the system still drifts into states that nobody anticipated.

The OpenClaw agent framework, whose vulnerabilities were publicly documented in early
2026 through its deployment as the underlying runtime for the Moltbook platform [1,7,8], illustrates
this pattern with particular clarity. Public reporting highlighted exposed credentials, a malicious
skills ecosystem, and automation paths that could be triggered with minimal friction [9-11]. In
isolation, none of these elements were novel. What made the situation structurally instructive was not
the presence of individual vulnerabilities, but the way multiple locally reasonable design decisions
interacted at runtime to produce system-wide instability.

The failure did not originate from a single point. It emerged from how control authority was
distributed, trusted, and exercised across the framework’s execution stack.
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This distinction is important. The standard post-incident narrative—vulnerability, misconfigu-
ration, patch, credential rotation—addresses the infrastructure layer and addresses it correctly. But
it leaves unanswered the question of why the system’s architecture permitted the observed failure
dynamics in the first place, and why similar dynamics should be expected in architecturally similar
systems.

This paper argues that the OpenClaw collapse is best understood as a runtime control coherence
failure: a condition in which the framework’s execution model permitted actions to be triggered,
capabilities to be installed, and recovery logic to be exercised under authority assumptions that were
locally valid but globally incoherent.

1.1. Scope and Methodology

This analysis is diagnostic rather than prescriptive. It does not propose mitigations, evaluate
vendor decisions, or assign fault. It does not reproduce exploit details or assess the adequacy of
remediation responses.

The analytical approach follows a zero-access, zero-data structural review methodology. No incident
logs, internal system data, proprietary architecture documents, or cooperation from the framework
developer were used or required. The analysis is derived entirely from:

e  DPublicly available security research reports [7-11],

¢ Journalism and industry commentary [1-3,5,6],

e  The framework’s publicly observable architectural characteristics,

e  Prior work on runtime control coherence, structural efficiency, and agentic stability in Al infras-
tructure [15-18].

This methodology is intentional. Structural analysis at the level of control boundaries, authority
transitions, and recovery paths does not require access to implementation details. The patterns
identified here are properties of the architectural class to which OpenClaw belongs, not of its specific
codebase.

1.2. Relationship to Companion Analysis

This paper is the second of two complementary analyses examining the Moltbook/OpenClaw
incident ecosystem. A companion paper [20] analyzes the Moltbook platform’s semantic-layer failures:
identity-as-a-prompt, agent-to-agent meaning propagation, agentic drift, and semantic coupling
degradation.

The present analysis focuses on the distinct structural layer beneath that semantic surface: the
runtime execution model, control authority distribution, recovery logic, and control surface topology
of the OpenClaw framework itself. The two layers are coupled—compromised runtime execution
can inject corrupted semantics, and corrupted semantics can trigger runtime-level actions—but they
require distinct diagnostic treatment.

Where the companion paper asks how meaning was compromised between agents, this paper
asks how execution authority was exercised without coherence across the framework’s components.

2. The Emergent Control Layer in Modern AI Systems
2.1. How Control Layers Form

Between models, agents, and infrastructure sits a layer that is rarely discussed as a first-class
architectural concern: the control layer.

This layer governs which actions are permitted to execute, when automation is triggered, how
recovery mechanisms respond to failure, and which execution paths are trusted by default. In well-
architected systems, this layer is designed explicitly, with clear authority boundaries, coherent policy
enforcement, and verifiable state transitions.

In practice, particularly in rapidly evolving agent frameworks, it is almost never designed as a
unified system.



3o0f14

Instead, it emerges organically. Orchestrators are added to coordinate agents. Tool interfaces
expand to accommodate new capabilities. Local runtimes gain convenience shortcuts to reduce
development friction. Recovery logic accumulates as teams encounter and address individual failure
modes. Each addition is locally reasonable, often well-engineered, and typically tested in isolation.

The result is a control layer that exists as a distributed, implicit system spanning multiple
components, none of which were designed to reason about the control assumptions of the others.

2.2. Control Fragmentation as Structural Property

In the OpenClaw framework, control was distributed across several distinct subsystems: the
agent runtime, which managed execution cycles and heartbeat loops; the skills installation pathway,
which governed capability expansion; the persistent memory architecture (SOUL.md, MEMORY .md),
which maintained agent state across sessions; and the Moltbook platform layer, which mediated
agent-to-agent interaction [4,9].

Each of these subsystems made control decisions independently. The agent runtime decided
when to execute. The skills system decided what could be installed. The memory system decided what
state to preserve. The platform decided how agents interacted.

No single component maintained a global view of authority. No mechanism verified that the
control assumptions of one subsystem were consistent with those of another.

This is not a bug in any individual component. It is a structural property of frameworks that grow
through incremental capability addition without corresponding control architecture evolution.

Prior work on runtime control coherence [15] characterizes this pattern formally: when scheduler,
orchestrator, runtime, and policy enforcement operate at different time scales and under different
assumptions, the resulting incoherence produces instability that is invisible at the component level
but manifest at the system level. The OpenClaw architecture exhibited this pattern across its entire
execution stack.

3. Runtime Execution Authority and Implicit Trust
3.1. Skills as Execution Expansion Vectors

The OpenClaw framework’s skills architecture, distributed through the ClawHub marketplace,
constitutes the most structurally significant control surface in the framework’s design.

A skill in the OpenClaw ecosystem is not merely a data package or a configuration file. It is
executable code that runs within the agent’s runtime environment with the agent’s full execution
authority. Security researchers documented that skills could access the local filesystem, read environ-
ment variables containing API credentials, make network requests to external endpoints, and execute
arbitrary shell commands [7,9].

The critical observation is not that these capabilities existed—agent frameworks require execution
authority to be useful—but that the boundary between installation and execution authority was struc-
turally absent. Installing a skill was, in effect, granting it the agent’s full runtime authority. There was
no intermediate trust layer that distinguished between the act of making a capability available and the
act of authorizing it to execute with full system access.

Security audits of the ClawHub ecosystem identified approximately 340-1,470 malicious skill
packages among 3,000-4,000 available, depending on the scope of analysis [7,8]. These packages
included credential exfiltration routines, backdoors, prompt injection payloads, and remote command
execution capabilities. The structural concern extends beyond the specific malicious payloads: even a
well-intentioned skill, once installed, operated within the same unbounded authority model.

3.2. Implicit Authority Through Installation

The skills installation pathway exemplifies a broader pattern in agent framework design: implicit
authority delegation.
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In classical software systems, the distinction between installation and execution authority is
fundamental. Installing a program does not automatically grant it root access. Execution permissions,
sandbox boundaries, and capability restrictions mediate what installed code can actually do.

In the OpenClaw framework, installation implied execution authority. A skill described in a Mark-
down file (SKILL.md) could, upon installation, access credentials stored in the agent’s environment
("/.clawdbot/.env), write to the agent’s persistent memory files, and establish network connections
to external servers [9]. The path from “skill is available” to “skill can exfiltrate credentials” required no
additional authorization step.

This implicit authority model was not a configuration error that could be patched. It was
a structural design decision embedded in the framework’s execution model. Remediation at the
authentication layer—rotating compromised credentials, removing malicious packages—addresses the
immediate symptoms. It does not alter the authority model that permitted the symptoms to manifest.

4. Local Correctness and Global Instability
4.1. Decision Authority Without Global Coherence

One of the most counterintuitive properties of large Al systems is that local correctness does not
guarantee global stability [15].

In the OpenClaw ecosystem, this property was structurally embedded. The agent runtime cor-
rectly executed its heartbeat cycles. The skills system correctly installed packages from the marketplace.
The persistent memory system correctly preserved state across sessions. Each component operated
within its designed parameters.

The instability arose not from component failure but from the interaction of locally correct decisions
under incompatible assumptions about authority and trust.

When the agent runtime executed a heartbeat cycle, it assumed that the content it fetched was
trustworthy. When the skills system installed a package, it assumed that availability in the marketplace
implied safety. When the memory system preserved state, it assumed that the state being written was
the result of legitimate operation.

None of these assumptions were validated against a global authority model. Each subsystem
trusted its own inputs and produced outputs that became inputs for other subsystems. Under normal
operation, this implicit trust chain produced functional behavior. Under adversarial conditions—or
even under unexpected interactions between non-malicious components—it produced compounding
instability.

4.2. Trust Boundaries That Were Never Boundaries

The structural problem is not the absence of security mechanisms at individual interfaces. It is the
absence of coherent authority transitions between components.

A trust boundary, in the structural sense, is a point at which execution authority is explicitly
evaluated, not merely passed through. In the OpenClaw architecture, several interfaces that appeared
to be trust boundaries were structurally transparent: they transmitted control without evaluating it.

The interface between the ClawHub marketplace and the local agent runtime is illustrative. From
a network security perspective, the installation pathway involved authentication, transport security,
and package verification. From a control authority perspective, however, the transition from “external
package” to “locally executing code with full runtime access” occurred without an intermediate
authority gate. The package crossed the perimeter while retaining (or acquiring) execution authority
that was never explicitly granted [7,8].

This pattern—security at the perimeter, authority gaps at the transition—recurred across the
framework’s architecture. It is not unique to OpenClaw. It is characteristic of agent frameworks in
which capability expansion and execution authority are treated as the same operation.
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5. Recovery Mechanisms as Failure Amplifiers
5.1. The Resilience Paradox

Modern Al platforms are designed to be resilient. Retry mechanisms, state synchronization,
fallback logic, and automated recovery workflows are standard engineering practice. In systems with
coherent control, these mechanisms dampen failure by restoring known-good states and limiting blast
radius.

In systems without coherent control, the same mechanisms amplify failure [17].

The distinction is precise: resilience mechanisms assume that the system state they are restoring to,
or the recovery action they are executing, is itself consistent. When this assumption holds, recovery
stabilizes. When control incoherence has already corrupted the state being restored or the logic being
executed, recovery amplifies the very instability it is designed to address.

5.2. Heartbeat Loops and Periodic Execution

OpenClaw agents operated with heartbeat loops—periodic update cycles that fetched new content,
processed interactions, and executed pending tasks at regular intervals [4]. These loops served a
legitimate operational purpose: maintaining agent responsiveness and state currency.

Security researchers demonstrated that heartbeat loops could be exploited to exfiltrate credentials
or execute unauthorized commands [9]. But the structural concern extends beyond specific exploits.
Any periodic execution mechanism that operates without coherence verification will re-inject whatever
state it encounters—including compromised state—into the agent’s decision space at each cycle.

Under normal operation, heartbeat loops maintain continuity. Under compromised conditions,
they become periodic re-infection vectors. The loop does not distinguish between “updating from a
consistent environment” and “re-executing within a corrupted context.” It executes regardless, because
its design assumes coherence rather than verifying it.

Each heartbeat cycle that re-ingests compromised content or re-executes within a corrupted skill
environment compounds the instability introduced in the previous cycle. The temporal compression
of these loops—operating on intervals measured in seconds or minutes—means that amplification
occurs faster than manual or even automated oversight can typically respond.

5.3. Persistent State Recovery Without Verification

The OpenClaw framework’s persistent memory architecture (MEMORY .md, SOUL.md) introduced a
second amplification pathway. These files preserved agent state across sessions, enabling continuity of
context, personality, and accumulated knowledge [9].

When compromised content was written into persistent memory—whether through malicious
skill execution, adversarial interaction, or state corruption during an incoherent heartbeat cycle—the
agent would re-initialize into the compromised state upon restart. Recovery from corrupted operation
restored the corruption.

This pattern is structurally analogous to the recovery-induced instability analyzed at the infras-
tructure layer in prior work on structural efficiency [17]. At the infrastructure layer, checkpointing and
restart mechanisms that restore corrupted state perpetuate instability across recovery boundaries. At
the agent framework layer, persistent memory files that preserve corrupted context across sessions pro-
duce the identical structural dynamic: recovery without coherence verification becomes a persistence
mechanism for the very conditions it is meant to resolve.

The structural observation generalizes: any recovery mechanism that does not verify the coherence of
the state it restores is a potential amplifier of whatever incoherence preceded the recovery event.
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6. Control Surfaces Beyond the Model
6.1. Tool-Calling as Authority Transition

A substantial share of security discussions in Al systems focuses on the model layer: prompt
injection, jailbreaking, adversarial inputs designed to manipulate model behavior. While these concerns
are legitimate, they address only one dimension of the control surface problem.

In agent frameworks like OpenClaw, the more structurally significant control surfaces are located
between components rather than within them.

Tool-calling interfaces—the mechanisms through which an agent invokes external capabilities,
APIs, or system functions—are not merely data flows. They are transitions of execution authority.
When an agent calls a tool, it delegates a portion of its operational scope to another system component.
The called tool executes with whatever authority the framework’s design grants it, which in the
OpenClaw case was typically the agent’s full runtime authority.

This means that every tool invocation is implicitly a control decision: what to execute, with what
authority, under what assumptions about the trustworthiness of the tool’s behavior. In frameworks
where tool authority is not explicitly bounded, each tool call expands the effective execution surface of
the agent in ways that are difficult to reason about compositionally.

6.2. The Compound Control Surface

The structural risk in the OpenClaw architecture was not attributable to any single control surface.
It arose from the interaction of multiple surfaces that were individually manageable but collectively
opaque.

Security researchers identified at least four distinct control surface categories in the OpenClaw
ecosystem [7-9]:

1. Skill installation: Third-party code acquiring execution authority within the agent’s runtime
through the ClawHub marketplace.

2.  Heartbeat execution: Periodic runtime cycles that fetched and processed content without coher-
ence verification.

3.  Persistent memory: Files that bridged session boundaries, carrying state (including potentially
compromised state) across restart events.

4. Environment access: Direct filesystem and environment variable access from within the agent’s
execution context (~/.clawdbot/ .env).

Each of these surfaces was documented and, in isolation, understandable. The compound surface—
the topology created by their interaction—was not. A malicious skill could write to persistent memory,
which would be re-loaded by a heartbeat cycle, which could trigger further tool invocations, which
could access credentials from the environment.

The resulting control surface was not the sum of its parts. It was a connected graph of authority
transitions, each locally valid, that collectively permitted execution paths that no individual component
was designed to authorize.

This is the structural meaning of “prompt injection” in agent frameworks: not an attack on a
model’s instruction-following capability, but an exploitation of control assumptions embedded in
how the framework connects its components. The injection target is not the model. It is the control
layer [13].

7. Economic Consequences of Control Incoherence

The most significant costs associated with incidents like the OpenClaw collapse are rarely tied to
the initial security event itself. They manifest in the operational aftermath and, more importantly, in
the ongoing costs that incoherent control imposes on systems before any breach occurs.

Incoherent control is expensive long before it is exploited.

When control decisions are distributed across components operating under incompatible assump-
tions, the system’s predictability degrades. Engineering teams spend effort debugging interactions
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between components that individually behave correctly but collectively produce unexpected results.
Deployment timelines extend as uncertainty about system behavior under edge conditions introduces
caution. Infrastructure costs increase as recovery loops and defensive over-provisioning compensate
for unpredictability.

Prior work on structural efficiency in Al infrastructure [17] characterizes these dynamics formally
through the concepts of ghost cycles and orchestration overhead:

Table 1. Economic Manifestations of Control Incoherence

Pattern Description OpenClaw Manifestation

Heartbeat loops re-processing com-
promised content without advanc-
ing system objectives

Ghost Cycles Activ.e compute without state pro-

gression

Recovery logic, retry mechanisms,

Coordination effort exceeding pro- and re-initialization cycles consum-

ductive work ing resources without resolving un-
derlying incoherence

Orchestration Overhead

Resources present but inaccessible Agent execution budget consumed

Stranded Capacity to productive work by skill-installed logic operating out-
P side intended scope
Teams unable to distinguish in-
Eneineerine Dra Development velocity loss from un- tended from emergent behavior
& & Lras predictability across the compound control sur-
face

These costs are structural, not incidental. They arise from the architecture itself, not from specific
vulnerabilities. A framework with incoherent control will impose these costs on every team that builds
upon it, regardless of whether any security incident occurs.

Traditional performance metrics—utilization, latency, throughput, error rates—do not capture this
inefficiency because they measure activity rather than coherence. A system can report high utilization
and low error rates while silently consuming resources on ghost cycles generated by recovery loops
operating on corrupted state. From a monitoring perspective, the system appears healthy. From a
value perspective, it is running in place.

This makes control coherence not merely a security concern but a foundational systems and
economics issue. Organizations deploying agent frameworks at scale must account for the ongoing
operational cost of control incoherence as a line item, not as an externality.

8. Structural Diagnostics and SORT-AI Application Mapping

The OpenClaw collapse aligns with several structural failure patterns that have been indepen-
dently characterized within the SORT diagnostic framework. This section maps the observed dynamics
to specific diagnostic applications, treating each as a structural instrument—a lens for identifying
conditions that contribute to instability—rather than a remediation proposal.

The applications referenced below are drawn from the SORT-AI research series, which provides a
diagnostic vocabulary for reasoning about structural instability across physical, logical, and control
coupling layers in Al systems [15-17]. The theoretical foundation for the operator-projection framework
underlying these applications is documented in [12].

8.1. 1i.04 — Runtime Control Coherence

Structural condition diagnosed: Incoherence between scheduler, orchestrator, runtime, and
policy enforcement layers, producing instability that is invisible at the component level but manifest at
the system level [15].
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Runtime Control Coherence is the primary diagnostic for the OpenClaw case. The catalog
definition—diagnose and reduce incoherence between scheduler, runtime and model control loops—addresses
the core structural condition: control decisions distributed across subsystems operating at different
time scales and under different authority assumptions, without a shared coherence model.

What it would have surfaced in the OpenClaw architecture: A structural review applying ai.04
diagnostics would have identified the absence of a unified authority model across the framework’s
execution stack. The agent runtime, skills system, persistent memory architecture, and heartbeat
mechanism each made independent control decisions without verifying mutual consistency. The
diagnostic would have characterized the specific coupling points at which incoherent authority
transitions occurred: installation-to-execution, heartbeat-to-state-update, restart-to-memory-reload.
These transitions represent the structural locations where control fragmentation becomes operationally
consequential.

Reference: Wegener, G.H. (2026). SORT-AI: Runtime Control Coherence in Large-Scale Al Systems.
Preprints.org, doi:10.20944 / preprints202601.0298.v1

8.2. ai.17 — Fault-Recovery Collapse Prevention

Structural condition diagnosed: Instability introduced by recovery mechanisms themselves—
checkpointing, restart, replication, and proactive migration—when these mechanisms interact with
runtime state under conditions of lost coherence [15,17].

Fault-Recovery Collapse Prevention diagnostics analyze conditions under which resilience mecha-
nisms transition from stabilizing to destabilizing behavior. The catalog definition—analysis of instability
through checkpointing, restart, replication, and proactive migration—addresses the structural dynamic
observed across the OpenClaw framework’s recovery pathways.

What it would have surfaced in the OpenClaw architecture: Applied to the OpenClaw frame-
work, ai.17 diagnostics would have identified two structurally distinct amplification pathways. First,
the heartbeat mechanism as a periodic recovery loop that re-injected content without coherence verifi-
cation, converting each cycle from a stabilization event into a potential re-infection vector. Second, the
persistent memory architecture as a state recovery mechanism that preserved and re-loaded corrupted
state across session boundaries. Both pathways share the structural property of recovery without
coherence gates: they assume that the state being restored or the content being re-ingested is itself con-
sistent. The diagnostic would have flagged these as amplification-capable prior to any specific exploit,
based solely on the architectural relationship between recovery logic and coherence verification.

Reference: Wegener, G.H. (2026). SORT-AI: Structural Efficiency Recovery in Hyperscale Al Systems.
Preprints.org, doi:10.20944 / preprints202602.0015.v1

8.3. ai.27 — Inference Pipeline Control Coherence

Structural condition diagnosed: Incoherence across inference pipelines including batching,
caching, serving control loops, and the execution paths that connect model output to system action [15].

Inference Pipeline Control Coherence extends the ai.04 diagnostic to the specific execution paths
through which model outputs become system actions. In agent frameworks, these paths include tool
invocation, skill execution, and the translation of model decisions into runtime operations.

What it would have surfaced in the OpenClaw architecture: The OpenClaw framework’s
tool-calling architecture represents an inference-to-execution pipeline in which model outputs (agent
decisions) are translated into runtime actions (skill execution, file access, network requests) without
intermediate authority evaluation. ai.27 diagnostics would have mapped the control paths from agent
decision through tool invocation to runtime execution, identifying the points at which authority transi-
tions occurred implicitly. The diagnostic would have characterized the compound execution surface
created by the interaction of multiple tool-calling paths, persistent memory access, and heartbeat-
driven re-execution. This mapping is essential for understanding why individual tool invocations
appeared safe while their compositional interaction produced the observed instability.
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Reference: Wegener, G.H. (2026). SORT-AI: Runtime Control Coherence in Large-Scale Al Systems.
Preprints.org, doi:10.20944 /preprints202601.0298.v1

8.4. ai.42 — Prompt Injection Surface Mapping

Structural condition diagnosed: Boundary ambiguity between instruction space and policy space,
producing vulnerability surfaces where untrusted content can cross into execution authority [13].

Prompt Injection Surface Mapping provides structural boundary analysis of the interface between
what a system is instructed to do and what its policy constraints permit. In the OpenClaw context, this
surface extends beyond classical model-level injection to encompass the framework’s skill installation
pathway, persistent memory write mechanisms, and heartbeat-driven content ingestion.

What it would have surfaced in the OpenClaw architecture: Applied to the OpenClaw ecosystem,
ai.42 diagnostics would have mapped the connected injection topology across multiple control surfaces.
The skill installation pathway (where external code acquires execution authority), the persistent
memory files (wWhere external content acquires state persistence), and the heartbeat mechanism (where
re-ingested content acquires periodic execution) collectively form an injection surface that is not visible
when analyzed at individual interfaces. The diagnostic characterizes this as a compound injection
topology: a set of surfaces that are individually bounded but collectively permit authority transitions
that bypass the constraints of any single surface. The critical insight is structural: prompt injection in
agent frameworks targets the control layer, not the model [13].

Reference: Wegener, G.H. (2025). SORT-AI: A Projection-Based Structural Framework for Al Safety.
Preprints.org, doi:10.20944 / preprints202512.1334.v2

8.5. cx.07 — Cascading Failure Containment (Conditional)

This application is included conditionally. Its scope in this paper is limited to the structural assessment
of failure containment capability across the OpenClaw framework’s execution boundaries. It is not used as a
general complex-systems diagnostic.

Structural condition diagnosed: Failure propagation across system boundaries in coupled plat-
form systems, with assessment of containment capability and blast radius [14].

What it would have surfaced in the OpenClaw architecture: The OpenClaw framework exhibited
limited structural containment between its execution subsystems. A failure originating in the skills
layer (malicious package installation) could propagate to the memory layer (corrupted persistent state),
to the runtime layer (compromised heartbeat execution), and to the platform layer (adversarial agent
interaction on Moltbook). cx.07 diagnostics would have assessed whether the framework’s architecture
provided meaningful containment boundaries between these layers and would have identified the
specific propagation paths through which a compromise in one subsystem could escalate to affect the
entire execution stack.

Reference: Wegener, G.H. (2025). SORT-CX: A Projection-Based Structural Framework for Complex
Systems. Preprints.org, doi:10.20944 /preprints202512.1431.v1
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8.6. Summary of Diagnostic Mapping

Table 2. SORT Diagnostic Application Mapping — OpenClaw

App. Structural Condi- OpenClaw Relevance Primary Refer-
tion ence

No unified authority model; independent con-

ai.04 Control incoherence  trol decisions across runtime, skills, memory, Control = Coher-
across execution heartbeat ence [15]
stack

Heartbeat loops and persistent memory pre-

ai.17 Recovery-induced  serving and re-injecting corrupted state with- Efficiency Recov-
instability out coherence gates ery [17]
Tool-calling paths translating model decisions
ai.27 Inference-to- into runtime actions without intermediate au- Control = Coher-
execution pipeline thority evaluation ence [15]
incoherence

Compound injection topology across skills,

ai.42 Instruction-policy = memory, and heartbeat surfaces; control layer Al Safety [13]
boundary ambigu- as injection target
ity

Limited containment between skills, memory,

ox.07 Eaﬂure PTOPA8a™ 1\ ntime, and platform layers Complex Sys-
tion across system tems [14]
boundaries

“Conditional: included for containment assessment only.

These diagnostics do not claim that the OpenClaw collapse could have been prevented. They
identify the structural conditions under which the observed failure patterns were architecturally charac-
teristic of this framework class, and they provide a vocabulary for reasoning about similar conditions
in other agent framework deployments.

8.7. Engagement and Licensing Context

The diagnostic applications referenced in this paper are instruments within the Structural Operator
Resonance Theory (SORT) framework [12]. They are designed to diagnose, map, and characterize
structural conditions in complex technical systems. They do not constitute products, tools, or services.
The methodological basis for applying these diagnostics in infrastructure risk contexts is documented
in [19].

In engagement contexts, SORT applications serve as structured instruments for:

*  Architectural review: Identifying structural preconditions for control incoherence in framework
designs prior to or independent of specific failure events.

¢  Control surface mapping: Characterizing the topology and authority properties of transitions
through which execution propagates across system components.

*  Pre-deployment assessment: Surfacing structural conditions that constrain a framework’s stabil-
ity envelope before operational deployment.

Each application diagnoses a structural condition. It does not prescribe a remedy, guarantee
an outcome, or offer a mitigation. The diagnostic output characterizes what is structurally present in
an architecture; decisions about how to respond to that characterization remain with the system’s
operators and architects.

SORT applications are available through structured licensing arrangements that reflect their
diagnostic scope and the domain in which they are applied. The licensing architecture is described in
separate documentation and is not part of this analysis.
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9. Complementary Analysis: The Moltbook Semantic Layer

The OpenClaw framework and the Moltbook platform, while operationally coupled, exhibit

structurally distinct failure modes that require separate diagnostic treatment. A companion paper [20]

provides the complementary analysis of Moltbook’s semantic-layer failures. This section summarizes

the relationship between the two analyses without duplicating the companion paper’s content.

Table 3. Structural Layer Separation: OpenClaw vs. Moltbook

Dimension

OpenClaw (This Paper)

Moltbook (Companion Paper)

Primary layer

Core failure mode
Key concept

Recovery dynamic
Control surface

Economic impact

Primary diagnostics

Runtime, execution, control authority
Control incoherence across execution
stack

Implicit execution authority

Recovery amplifies corrupted execu-
tion state

Skill installation, tool

heartbeat cycles

invocation,

Ghost cycles from incoherent recovery
loops

ai.04, ai.17, ai.27, ai.42

Semantic coupling, meaning propaga-
tion

Semantic trust degradation across
agent network

Identity-as-a-prompt

Recovery amplifies corrupted seman-
tic context

Agent-to-agent messaging, reputation,
memory poisoning

Ghost cycles from semantically inco-
herent interactions

ai.13, ai.42, ai.17, cx.18, ai.38

Two applications appear in both analyses: ai.17 (Fault-Recovery Collapse Prevention) and ai.42
(Prompt Injection Surface Mapping). This overlap is structurally appropriate. Both applications
diagnose conditions that manifest differently at the execution and semantic layers but share the same
structural pattern: mechanisms designed to stabilize or protect the system that, under incoherent
conditions, amplify or extend the very instability they address. The execution-layer and semantic-layer
instances of these patterns require distinct diagnostic treatment even though they share a common
structural signature.

The coupling between layers is bidirectional. A compromised OpenClaw runtime can inject
corrupted content into the Moltbook semantic environment (execution — meaning). Corrupted
semantic context on Moltbook can trigger runtime-level actions through agent decisions and tool
invocations (meaning — execution). Neither layer can be fully understood in isolation. The two papers
together provide diagnostic coverage across the complete failure surface of the incident ecosystem.

10. Implications for AI Agent Framework Design

The OpenClaw collapse is not an isolated incident attributable to a single framework’s design
decisions. The architectural patterns it exhibits—implicit authority delegation through capability instal-
lation, control fragmentation across independently evolved subsystems, recovery logic that assumes
rather than verifies coherence—are increasingly common across the agent framework ecosystem.

Three structural observations follow for organizations designing, deploying, or evaluating agent
frameworks:

First, execution authority must be explicitly managed as a distinct architectural concern, separate
from access control. Authentication determines who can interact with the system. Authority determines
what can be executed, under which conditions, and with what scope. In frameworks where capability
installation automatically implies full execution authority, the authority surface expands with every
new capability, regardless of how rigorously access control is enforced at the perimeter.

Second, recovery mechanisms require coherence verification gates. Any recovery pathway—
periodic execution loops, state restoration from persistent memory, checkpoint-based restart, fallback
activation—that does not verify the coherence of the state it restores or the context it re-ingests is a
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potential amplifier of whatever incoherence preceded the recovery event. Resilience without coherence
is acceleration.

Third, control surfaces must be mapped as a connected topology, not analyzed as individual
interfaces. The compound surface created by the interaction of skill installation, tool invocation,
persistent memory, and periodic execution in the OpenClaw framework was not visible when any
single interface was analyzed in isolation. Structural diagnostics that map the connected authority
transition graph across all framework components provide a necessary complement to interface-level
security analysis.

These observations do not prescribe specific implementations. They identify structural condi-
tions that any agent framework must address as capability scope, execution authority, and recovery
complexity increase.

11. Conclusion: Control Coherence as a First-Order Design Concern

The OpenClaw security collapse has been widely characterized as a supply-chain attack exploiting
a malicious skills ecosystem in a vibe-coded agent framework. This characterization is accurate at the
component level but structurally incomplete.

What failed in the OpenClaw framework was not merely access control or package verification.
What failed was the coherence of the control layer through which execution authority was distributed
across the framework’s components. Skills acquired runtime authority through installation without
intermediate authorization. Recovery mechanisms preserved and re-injected corrupted state without
coherence verification. Control surfaces expanded through capability addition without corresponding
authority management. Locally correct component behavior produced globally unstable system
dynamics.

These are not implementation bugs. They are structural properties of agent frameworks that lack
explicit mechanisms for managing execution authority coherently across their component boundaries.

The incident reveals a failure class that is distinct from classical security incidents and that will
recur as agent frameworks scale:

e  Control fragmentation across independently evolved subsystems creates conditions for authority
incoherence.

e Implicit authority delegation through capability installation expands the execution surface with-
out corresponding control.

e  Recovery mechanisms amplify instability when they restore or re-ingest state without coherence
verification.

¢  Compound control surfaces created by interacting authority transitions are invisible to interface-
level analysis.

*  Local correctness of individual components does not guarantee, and can actively mask, global
instability.

*  The economic costs of incoherent control accumulate continuously, not only during security
incidents.

The structural conditions underlying these patterns are not unique to OpenClaw. They are
characteristic of the architectural class. As agent frameworks become the dominant execution model
for advanced Al systems, control coherence becomes a first-order design concern—not an afterthought,
not a security checklist item, but a foundational architectural requirement.

Control coherence must be designed. It cannot be assumed, retrofitted, or inferred from the
correctness of individual components.

Scope, Non-Claims, and Intended Use

To avoid ambiguity, the following explicit non-claims apply to this analysis:
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Table 4. Explicit Non-Claims

Non-Claim Explanation

No exploit details are reproduced; no assessment of remediation adequacy
is provided

No fault is assigned to the OpenClaw framework, its developers, or any
specific organization

Not a product No tool, software component, or service is proposed or offered
Diagnostic observations are provided; no implementation guidance or
mitigation recommendations are given

The analysis does not claim that identified diagnostics would have pre-
vented the collapse

Not a vulnerability report

Not vendor attribution

Not prescriptive

Not a prevention claim

Intended Audience. Al infrastructure architects, principal engineers responsible for agent frame-
work design, platform security teams, agent framework developers, and governance teams evaluating
agentic system risk.

Intended Use. This analysis is intended to serve as a diagnostic lens for reasoning about structural
control failure patterns in agent frameworks, a vocabulary anchor for discussions about runtime control
coherence in agentic architectures, and a reference point for identifying similar structural conditions in
future framework deployments.
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